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UY BAN NII4k N DAN 	CONG Hem x A ON CHO NGHIA VIET NAM 
HUYEN di CHI 	 Di)c 14p - Tu.  do - Hanh phac 

s6: 	/UBND-VHTT 	 Cti Chi, ngely49 Mang J nam 2023 

V/v tuyen truy'en tai lieu huong clan 
ky nang khai thac thong tin va van h6a 
img xir khi tham gia moi tnrong mang 

Kinh 
- Cac 	quan, don vi thuOc huyen, 
- Uy ban nhan dan cac xa, thi tran. 

s  Can dr Cong van,  so' s  1745/STTT-TTDT ngdy 21/6/2023 dm So.  Thong tin va 
Truyen thong Thanh pho ye tuyen truyen tai lieu huO-ng dan ky nang khai thac thong 
tin va van hoa ang xir khi tham gia moi trueYng mang. 

Nham nang cao)% thdc, trach nhiem ciaa co• quan, to chdc, ca nhan khi tham gia 
moi., truerng mang, Thuong tivc UBND huyen giao cac quan, don vi thu(cic huyen 
va Uy ban nhan dan cac xa, thi tran thdc hien mot so not dung sau: 

- Can dr vao tai lieu "Huang dan ky nang khai thac thong tin va van Ma rng 
xd khi tham gia moi truemg mang" .(clinh kern COng van so 1745/STTT-TTDT ngay 
21/6/2023 ciia So7  Thong tin va Truyen thong Thanh pho) va chdc nang nhiem via duvc 
giao, lua chon hinh thirc phi' hop de tuyen truyen hieu qua den can b0, cOng chdc, 
vien chdc, ngueri lao d'Ong cda don vi va nveri dan, doanh nghiep tren dia ban. 

- Tai lieu tuyen truyen duvc clang tai tai Trang thong tin dien to dia So.  Thong 
tin va Truyen thong Thanh phO trong Chuyen muc/Thong tin tuyen truyen/Thong 
tin dien td. 

Moi thong tin lien he hj tro.: Ba Tritang Thi Ngoc Thao, chuyen vien phong 
Thong tin (lien 	SO Thong tin va Truyen thong Thanh ph6„56 dien thoai: 
(028).3520.27.27, so not bO.. 392, this dien tti.: ttdt.stttt@tphcm.gov.vn. 

Nhan duvc van ban nay, de nghi cac co.  quan, don vi thuOc huyen va Uy ban 
nhan dan cac xa, thi tran nghiem tdc trien khai thirc hien./.A 

Noi nhr n:  
- Nhtr tren; 
- TT.UBND (CT, cac PCT); 
- Ltru: VT.PDThanh.1 

q-Za— 



TAI LIEU 

HU'ofiNG DAN 107 NANG KHAI THAC THONG TIN VA VAN HOA 
1J'NG 'dr TREN MOI TRU'ONG MANG 

(Kern theo Cong van so 	/UBND-VHTT ngay4.3 / /2023 

ctia Uy ban nhein dan hui101 Cu Chi) 

I. CAC VAN BAN PHAP LUAT LIEN QUAN 

1. Quy dinh coin IS:,  

- Luat Cong nghe thong tin; 

- Luat An ninh mang; 

- Nghi dinh so 72/2013/ND-CP ngay 15 thang 07 nam 2013 ctia Chinh phu  

ve quail 1y, cung cap, sir dung dich vu internet va thong tin tren man; 

- Nghi dinh se) 27/2018/ND-CP ngay 01 thang 3/2018 ciia Chinh phu ve 
sira d6i, bO sung mot so dieu cua Nghi dinh so 72/2013/ND-CP ngay 15 thang 07 

nam 2013 ve quan 1Y, cung cap, sir dung dich vu Internet va thong tin tren mang; 

- Nghi dinh se) 42/2022/ND-CP ngay 24 thang 6 nam 2022 dm Chinh phu  

ve cung cap thong tin va dich vu cong trurc tuyen cua ca quan Nha nuoc tren moi 

trueng mang; 

- Thong ttr so 09/2014/TT-BTTTT ngay 19 thang 8 nam 2014 dm Bo 
Th6ng tin va Truyen thong quy dinh chi tiet ye hoat &Ong guar) 1Y, cung cap, sir 
dung thong tin tren trang thong tin dien tir va mang xa hOi; 

- Thong tu.  so  38/2016/TT-BTTTT ngay 26 thang 12 nam 2016 ciia 13i5 
Thong tin va Truyen thong quy dinh chi tiet ve viec cung cap thong tin cong cong 

qua bien 

2. Quy dinh xii. Oat vi pham hanh chinh 

- Nghi dinh so 15/2020/ND-CP ngay 03 thang 02 nam 2020 dm Chinh phu  

quy dinh 'dr phat vi pham hanh chinh trong linh vu.c buu chinh, vin thong, tan s6 
vo tuyen dien, cong nghe thOng tin va giao dich dien tir; 

- Nghi dinh so 119/2020/ND-CP ngay 07 thang 10 nam 2020 ciia Chinh 
phu quy dinh xir phat vi pham hanh chinh trong hoat dOng bao chi, hoat dOng xuat 
ban; 

- Nghi dinh so 14/2022/ND-CP ngay 27 thang 01 nam 2022 ciia Chinh phis  

ve sira dOi, be) sung mot se) dieu cua Nghi dinh so 15/2020/ND-CP ngay 03 thang 
02 nam 2020 dm Chinh pha quy dinh xir phat vi pham hanh chinh trong linh vut 



btru chinh, vin thong, tan so vo tuy'n dien, cong, nghe thong till va giao dich dien 
td. 

3. Cac van ban khfic lien quan 

Quyk dinh so 874/QD-B'TTTT ngay 17 thong 6 nam 2021 ciia BO Thong 
tin va Truyen thong ve viec ban hanh BO Quy tic img xix tren mang xa hOi. 

IL MOT SA Ki? NANG KH AT TH A c;  sfr DUNG THONG TIN TREN 
MANG 

1. KS7 'fang thu th4p, tim kiem thong tin 

- Thong tin thu thap duoc can dam bao cac yeu cAu sau: 

+ Chinh xac: thong tin tir cac nguon tin chinh thong, cac nguon tin clang 
tin cay, da dugc kiem chimg hoac co co' so. de kiem chimg. 

+ Phu hop: thong tin thu thap phai phu hgp vori muc dich, nhu cAu can khai 
thic. 

+ Kip thoi, dung thoi diem: thong tin, so lieu thu th4p phai la thong tin 
phi:11m vgi tiled diem can khai thac thOng tin. 

Thuc hien tim kiem thong tin tren mang Internet: thong qua cac cong cu 
tim kiem nhu: Google, Coc ac, Bing... De nang cao hiL qua cila viec tim kiem 
va cho ra ket qua tap trung, khong dan trai, ngubi dung can xac dinh ro tir kb:5a 
tim ki6m (tic khoa mac chinh mot phcin ho0c town b"() not dung can tim kiAm), dua 
not dung tim kiem vao trong dau "", tim kiem theo ten mien, theo dinh dang tap 
tin (doc, .pdf...), sir dung cac thuat toan tim kiem (+, -, and, or). 

- So sanh, doi chiL, danh gia tir cac ngutm thong tin tim kiem dugc d chon 
loc thOng tin tin cay, phu hgp voi muc dich can tim 

2. Kiem chting thong tin 

- Kiem tra nguOn tin: NguOn tin chinh thirc IA nhang thong tin duvc ding, 
phat tren bao chi Vik Nam hoac ten cac trang thong tin dien to cila ca quan Dang, 
Nha nuot theo quy dinh phap luat ve bac) chi, so.  hal tri tue (quy Binh tai Khocrn 
18 DiAu 3 ATghl clinh 72/2013/ND-CP). Ngoai ra, cac nguOn tin c6 not dung clang 
tin cay la cac trang thong tin dien tir tong hop, mang xa hOi dal dugc cac co quan 
chirc fling cap phep. 

- Kiem tra ten mien truy cap: la ten mien qu6c gia Viet Nam hay ten mien 
QuiSc t6, cu the: 

+ Ten mien quiSc gia Viet Nam dugc quy dinh tai khoan 3, 4 Dieu 7 Thong 
to so 24/2015/TT-BTTTT ngay 18/8/2015 dm BO Thong tin va Truyen thong quy 
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dinh ve quan ly va sir dung tai nguyen Internet, cu the: Bao dien tu•, Trang thong 
tin dien to hoac Cong thong tin dien tU cua cac co• quan Dang, Nha nu•o•c; Trang 
thong tin dien tu• tong hop va mang xa h6i thu6c doi tu•ong cap phep phai sir dung 
it nhdt mot ten mien ".vn" va luu gid thong tin tai he th6ng may chii c6 dia chi IP 
6. Viet Nam. 

+ Xem xet ten mien qu6c to tinh trang (la thong bao 	13(i Thong tin va 
Truyen thong bAng cach tra dm qua dia chi: www.thongbaotenmien.vn  tai muc 
Nha clang 1(32 ten mien qu6c to tai Viet Nam. 

- Kiem tra thong tin co• quan chu quail trang thong tin dien 	thu•c 
hien kiem tra tren giao dien trang chU cac not dung sau: Ten Bao hoac trang thong 
tin dien td, ten ca quan chU quan (neu co), ngu6i chiu trach nhiem not dung, dia 
chi lien he, thu dien tu•, so dien thoai lien he, thong tin giay phep (bao 	so 
gidy phep, ngay cap, co• quan cap) (neu co). 

- Kiem tra not dung thong tin: 

+ Kiem tra su• (tong nhat gia tieu de va not dung bai viet, tranh cac bai viet 
giat tit de thu but lu•ot xem trong khi thOng tin khong lien quan. Tin tu•c gia mao 
thullyng c6 not dung mang tinh Oat gan, thuo•ng mai; nhang tin nay thu•o•ng khong 
co co sa thus te. 

+ Kiem tra tiled diem clang phat thong tin nham xac dinh tinh chinh xac cua  
thong tin, tranh truing hap sii• dung thong tin cu rOi dan in6c th6i gian mo•i hoac 
c6 tinh map in& ve thoi gian nham thu but su quan tarn ciaa ngu6i cloc. Viec kiem 
tra, xac minh thai diem clang Oat va then diem dien ra thong tin giCip ngu6i su  
dung tranh duoc tru6ng hop bi dan &At theo muc ditch cua ngu6i phat tan thong 
tin. 

+ Kiem tra video clip va hInh anh trong bai viet c6 chan thcrc, c6 chinh sira 
hay cat ghep khong, c6 phii hop vai not dung khong. 

+ Kiem tra thong tin: tra ciru thong tin tad cac ngu6n tin chinh th6ng khac. 

III. KY  NANG s DUNG VA XI US?.  THONG TIN TREN MANG 

1. Nhi)n dien thong tin Au, d'cic hai, gia mac) 

- Nhang thong tin sai trai c6 tinh chit chinh tri nhu: Xuyen tac, pha hoai 
nen tang tu• tcrong cua Dang va each mang Viet Nam, chit nghia Mac-Lenin, to 
Wang Ho Chi Minh; phu nhdn du•ong loi, thanh tuu cach mang, th6i ph6ng khuyet 
diem cua Dang, Nha nu6c ta; xuyen tac lich six dan t6c, xuc pham qu6c ca, qu6c 
kSt; boi nho, gia mao cac dung chi lanh dao cao cap cua Dang, Nha 	twang 
link luc luong vu trang. 
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- Nhiing thOng tin sai trai, d6c hai c6 tinh chit tOi pham cong nghe thong 
tin nhu: lira dap tren mang, danh cap thOng tin, mat khiu, tan phat ma d6c. 

- Nhang thong tin xulat phat tit nhang trang thong tin dien dr, tai khoan ca 
nhan hoac tir nhang trang, tai khoan khong thuc cor quan bao chi chinh th"Ong 
hoac co quan nha nuac. 

- NhCtng thong tin kith dOng xu huang ly khai, keu goi xuong (-Long [Dieu 
tinh; pha hoai an ninh trat tu, pha hoai su th6ng nhit toan yen lanh the) cluck gia, 
dan t6c, gay chia re doan ket gift cac dan tOc, cac ton gido nuOc ta. 

- Nhang th6ng tin vi pham cac chuin muc dao dire, van hoa, thuan phong 
my tuc nhu: truyen bd 16i song ich ky, vu Igi, xa hoa, truy lac, bao luc va this han 
d6i voi ca nhan va to chirc; pha hoai ban sac van hoa dan tOc, truyen th6ng dan 
t6c. 

- Ngoai ra, ve mat phap luat, viec nhan dien thong tin xiu, dOc da du•o•c the 
hien tai khoan 1, Dieu 5 Nghi dinh 72/2013/ND-CP va trong Luat An ninh mang. 

2. Phtro•ng thtic, thu doan hoat dOng 

- Lqi dung cac trang mang xa hOi nhu Google, Facebook, YouTube lam 
cong cu, sir dung va nhan rOng mang hal cong tac vien rOng khap, Igi dung nhirng  

kien, danh gia, nhan xet ctta cac ca nhan, to chirc c6 uy tin, c6 tam anh huOng 
trong va ngoai nuOc, tao dung cac tai khoan ca nhan teen mang xa h6i de chia se, 
phat tan thong tin xuyen tac, bia dat ch6ng pha. 

- Sir dung dien thoai thong minh, may tinh bang,... a quay phim, chup 
anh, truyen tai video, hinh anh livestream tru•c tiep tir hien truang nham dan dat, 
hu6ng du Juan den cac yin de tieu cuc. 

- Cat ghep cac hinh anh, video hoac sir dung cac thong tin di c6 hieu Ong 
kich d6ng to tuong d6i voi cong d6ng mang de xuyen tac, 16i keo ngu6i dan. 

- Sir dung tai khoan mao danh cac ding chi lanh dao, lire lu•gng chirc nang 
(quan dOi, cong an) c6 anh hu6ng den cong d6ng de phat huy t6i da kha nang lan 
truyen thong tin gay hoang mang du luan. 

- Tao hieu img dam Tong teen khOng gian mang bang each buy Ong mot 
s6 lugng 16n cac tai khoan mang )(a hOi (da s6 la cac tai khoan ao) g.an cac bie'u 
ngir phan d6i Ding, Nha nu& de tac &ling tieu cue den nhiau ngueri. 

3. Cach 	khi Oat hien th8ng tin 'eau, dee hai, giii mao  

Khi phat hien cac trang thong tin dien dr, tai khoan mang xa h6i gia mao, 
dang tai thong tin xiu, dOc, gia mao can thuc hien: 
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- Luu lai bang chUng (luu lai dung link, chup anh man hinh tin, bai viet, 
video nghi là thong tin xau, d'Oc hai, gia mao,...). 

- Gtri bai viet phan h6i de canh bao, thong bao cho nguai quan ly trang 
thong tin dien to (thong qua dia chi lien he tai than trang hock tinh niing phan 
hoi cita trang) hoac nha cung cap dich vu mang xa hOi de x6a bO cac thong tin vi 
pham. 

- Thong bao tin gia, tin sai skr that hoac tai khoan mang xa hOi, cac trang 
mang gia mao co quan nha nuoc, to chdc, ca nhan (kern theo bang chUng) den cac 
co quan chirc nang co than quyen theo cac cach sau: 

+ Trung tam xir br tin gia Viet Nam (VAFC) thuOc Cuc Phat thanh, truyen 
hinh va thong tin dien tir (BO Thong tin va Tru.On thong) vgi du6ng dan 
www.tingia.gov.vn  hoac goi den dueng day nang (hotline) 18008108 de bao 
thong tin. 

- Sau khi co quan chdc nang chinh duly khang dinh thong tin phan anh là 
tin gia, tin sai str that, nen chia se, lan toa thong tin da dugc khang dinh de cong 
d6ng mang nang cao canh gide va tranh vi pham phap luat. 

IV. CAC PHIIONG 	THU DOAN CUA DANG TOL PRAM 
TREN KHONG GIAN MANG 

- Sir dung dau s6 dien thoai, mao danh canbO cua ca quan chdc nang (Cong 
an, Vien Kiem sat, Tea an) goi dien cho ngu:Oi dan de phut vu dieu tra, ghat 

hoang mang ngued dan, tir do chuyen tien vao tai khoan do cac d6i 
tugng nay cung cap. 

- Lan truyen tin gia danh vao tam V/ hieu kST, lOng tin va skr thuong nguei 
de Era gat chiem doat tai san qua hinh thirc tir thien, keu goi &rig gop lira dap. 

- Bay tinh, lgi dung tinh cam long tin va su thuong hai de Era dao qua cac 
nen tang Facebook, Zalo, Tinder, Telegram. 

- Tan cong tai khoan mang xa hOi cna nguei bi hai, ket ban trong danh sach 
ban be, sau do tao ra cac kith ban nhan tin Era ciao nhan chiem quyen tai khodn, 
lay cap thong tin, chiem doat tai san, bOi nha danh dkr, tong tien. 

- Tan cong hOp thu dien tir, thay dOi not dung cac giao dich, hop dong 
thuong mai de chiem doat tai san hoac gia mao cac trang thong tin dien td, cac 
dich vu trot tuyen de lay cap thOng tin tai khoan cua khach hang va rtit tien. 

- Cac d6i tugng m6 cac trang ca nhan ban hang online, quang cao cac mat 
hang, sau do yeu cau chuyen khoan tien dat cac. Sau do, d6i tugng khang giao 
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hang, giao hang gia, hang kern chat ltrong hoac khoa trang mang, xoa han de xoa 
dau vet, bo so dien thoai va chiem doat tai san ctia bi hai. 

- Gid mao trang thuong mai dien tir larn tai Viet Nam, nirot ngoai 	nan 
nhan lam cong tac vien de clan du nan nhan thuc hien chay quang cao 	dao tren 
Facebook hay giri tin nhan quang cao spam qua tin nhan. 

- Thong bao trimg thuOng hoac giri tin nhan nhan qua có gia tri va de nghi 
ni5p phi de nhan thireng, le phi hai quan nham chiem doat tien. 

- Thong qua hinh thirc kinh doanh da cap hoac qua cac san giao dich do 
(san yang, ngoai te, bat Ong san) 41. 14 hoac dimg ra lam au moi cho san giao 
dich nuac ngoai de loi keo khach hang ma tai khoan giao dich de chiem doat tien 
dau ttr. 

- Gia mao can b0 ngan hang yeti cau cung cap mat khau, ma PIN hoac thong 
tin the de xir ly su co lien quan den cac giao dich ngan hang cila 	dan de 
chiem doat tai san. 

V. trNG XIS KHI THAM GIA TREN KHONG GIAN MANG 

1. Nhiing di&I nen lam: 

- Can nam \ding va tuan thu quy dinh phap luat ve cung cap thong tin tren 
mang (Ludt An ninh mang, cac van ban c6 lien quan), 13"(5 quy tac Crng xCr tren 
khong gian mang a xay dung mOi truong mang xa hoi lanh manh, an toan, tich 

- Lua chon k9 Luang, kiem chimg thong tin chinh xac, phi] hop truck khi 
ang len mang '<a 1-1(3i va phai co trach nhiem voi thong tin minh cung cap, chia 
se. 

- Moi ngued tham gia sir dung mang phai có trach nhiem ton trong nhau, c6 
thai do ung xir van hoa, dimg chuan muc dao dirc gia dinh va xa hoi, thuan phong 
my tuc, truyen th6ng van hoa tot clep dm Viet Nam. 

- Sir dung mang xa hOsi tuyen truyen cac chit trtrung, chinh sach ciia Dang, 
phap luat cua Nha nuoc, nhiing gia tri tot dep, c6 ich cho xa h15i, guong ngtroi tot, 
viec tot dien hinh tier' tien. D6ng thei tham gia dau tranh, phan bac cac luan dieu 
sai trai, thong tin sai sir that. 

- Tu bao mat thOng tin ca nhan bang xac thuc mat khau 2 Idp (mcit khau tat 
khoan nen them cac k-f) 04. (Mc biet nhir @, $, #...). Can than trong viec lora chon 
ban be tren mang, chi ket ban voi nhting ngu*i minh biet va tin tirong. 
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- Van d6ng nguoi than trong gia dinh, ban be, nlyang nguoi xung quanh 
tham gia giao duc, bao ve tre em, tre vi thanh ni'en su dung mang xa hoi m6t each 
an toan, lanh manh. 

- Chu &Ong nhan dien thong tin, khi phat hien thong tin vi pham can luu lai 
chung cu va thong bac) ca quan chdc rang de kip thei giai quyet. 

2. Nhiing dieu khong nen lam: 

- KhOng (tang tai, chia se thong tin xuyen tac, vu kh6ng, xfic pham den lay 
tin, danh du ca nhan va to chirc. 

- Khong (fang, phat thong tin thu6c danh muc bi mat nha nu& len moi 
truerng mang. 

- Khong lap h6si nhom de not x'au, cong kich lan nhau. 

- Khong clang tai, chia se, nhan xet, phe binh truck mot thong tin, su kien 
khi chua hieu ro ve vu viec dO, hoac khong co can cu de khong dinh sir kien do la 

co that. 

- Khong c6 slay, tiep tay cho cac trao luu lech lac, thieu van hoa, gay phan 

cam, bi xah6i len an. 

- KhOng phat nen thy tien, bay to quan diem trai nguvc \fed quan diem 
chung cua co quan, to chik, nai clang lam viec. 

- Khong Ian truy'en thong tin bia at, gay anh hung den trat to an toan xa 
h6i, gay kich &Ong bao bye, phan biet dan t6c, vling mien, giOri tinh, ton gido. 

- Khong sir dung nhfing img dung khOng ro nguon gOc de tranh bi lam phial 
bOi cac tin rac hay bi lAy cap thOng tin tai khoan. 

- Khong chia se, khong click (An phim cht0t) vao du6ng clan (duong link) 

la hoac dugc gdi tix nguoi la. 

- Khong plat tan tep tin to cac email có dia chi khong tin cay hoac chia se 
tin nhan rac, virus tai nguoi khac 

- Khong khai thac trai phep du lieu ca nhan cua nguoi khac. 

VI. TRACH NHIEM CtJA TO Clifft, CA NHAN 

I. Cie hanh vi bi nghiem cam 

Nghiem cam cac to chirc, ca nhan thgc hien cac hanh vi guy dinh tai Dieu 
12 Luat Cong nghe thOng tin; Dieu 8 Luat An ninh mang, Dieu 5 Nghi dinh s6 
72/2013/ND-CP cua Chinh 
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2. Trach nhiem cita to chirc, ca nhan khi tham gia moi truirng m;ing 

- TO chirc, ca nhan phai chiu trach nhiem theo quy dinh cOa phap luat ye 
cac thong tin ma minh Iuu trir, truyen dua, cung cap hoc phat tan tren mang (quy 
dinh tai khoan 5 Di'eu 21 va khoan 4 Di'eu 26 Nghi dinh so 72/2013/AID-CP). T6 
chirc, ca nhan tham gia hoat d6ng irng dung CNTT phai chiu trach nhiem ye not 
dung thong tin so cfia minh tren moi trueng mang (quy dinh tai khogn I Dieu  9 
T-L. t.C4 	 tw'IC tit Jrtg ttrq. 

- TO chirc, ca nhan tham gia hoat d6ng quail 1y, cung cap va sfi• dung thong 
tin tren mang c6 trach nhiem bao ve bi mat nha nu6c theo quy dinh cfia phap luat. 
To chirc, ca nhan khi luu tru, truyen dua tren mang thong tin thu6c danh muc bi 
mat nha nuoc c6 trach nhiem ma hoa thong tin theo quy dinh cua phap luat (quy 
dinh tai khoan 8 Di'u 21 Nghi dinh so 72/2013/ND-CP). 

- KhOng dfing dia chi h6p thu dien tfi• cong vu de clang kY tham gia thanh 
vien cac trang mang xa hoi, cac dien clan, trang tin cong cong va tren Internet not 
chung. 

- Trang thong tin dien tir, cong thong tin dien tir hoac chuyen trang tren 
mang xa h6i cila co.  quan, to chirc, ca nhan khong duvc cung cap, clang tai, truyen 
dua thong tin c6 not dung quy dinh tai cac khoan 1, 2, 3, 4 va 5 Dieu 16 cfia Luat 
An ninh mang va thong tin khac c6 not dung xam pham an ninh qu6c gia. 

- Kip th6i cung cap thong tin lien quan den bac) ve an ninh mang, nguy co  
de doa an ninh mang, hanh vi xam pham an ninh mang cho co quan co than 
quyen, luc luting bao ve an ninh mang. 

- Phong nglra, xir ly thong tin tren khong gian mang co not dung tuyen 
truyen chong Nha nu6c C6ng hoa xa h6i chfi nghia Viet Nam; kich (16ng gay bao 
loan, pha r6i an ninh, gay r6i trat to cong cong; lam nhuc, vu kh6ng, xam pham 
trat to guar' lY kinh te. 

- Phong, ch6ng, hanh vi sir dung khong gian mang, cong nghe thOng tin, 
phuong tin dien tu• de vi pham phap luat ve an ninh queic gia, trat tu, an toan xa 
h6i. 

3. Doi \lei cac co• quan, to chirc quan tri trang thong tin diri tu, trang 
mang x5 hi)i 

- Cac co quan nha nu6c khi xay dung trang thong tin dien ti;r can tuan thu 
day dfi cac quy dinh cua Nghi Binh s6 42/2022/ND-CP cua Chinh Phu quy dinh 
ve viec cung cap thong tin va dich vu cong true tuy'en dm co quan nha nu& tren 
moi truong mang. 
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- Khuyen khich cac co quan, don vi sir dung mang xa hOi de phuc vu cong 
tac tuyen truyen, cung cap cac thong tin da clang, phong phu, chinh xac, kip thei; 
tang cugng dua nhirng thong tin tich cuc tren cac trang mang xa hOi de dinh hoang 
du Juan, tao dOng thuan giva chinh quyen Thanh phO va ngugi clan 

- Chu Ong ra soat toan bO not dung thong tin tren trang mang 	chinh 
thirc cUa co quan, dan vi minh, khong de cac doi Wang xau Jai dung binh Juan, 
tuyen truyen xuyen tac, gay du luan xau. Nang cao trach nhiem cua ngirgi dirng 
clAB va cac ca nhan dugc giao truc tiep quan tri, dieu hanh trang thong tin dien 
mang xa hOi nham quail 13'7 chat the not dung thong tin, darn bao an ninh, an toan 
thong tin. 

- Cac co quan, don vi tong hqp va giri thong tin cho So Thong tin va Truyen 
thong ye cac trang thong tin dien tir va mang xa hOi dia don vi dang quan 13%, de 
tong khai cho ngugi dan biet ve cac nguOn thong tin chinh thOng. 

VII. CAC HANH VI VI PHAM QUY DINH KHI SU.  DUNG DICH VU 
MANG XA HOI 

Dieu 101 Nghi dinh so 15/2020/ND-CP ngay 03/02/2020 quy dinh ye cac 
mirc xir 'That dOi 	hanh vi vi pham cac quy dinh ye trach nhiem sir dung dich 
vu mang xa hOi nhu sau: 

1. Phat tien -Lir 10.000.000 &Ong den 20.000.000 dOng doi voi hanh vi lgi 
dung mang xa hOi de thut hien mot trong cac hanh vi sau: 

- Cung cap, chia se thong tin gia myo, thong tin sai sty that, xuyen tac, vu 
./ 

khOng, xtic phym uy tin cia' a co quan, chirc, danh 	nhan pham cua ca nhan; 

- Cung cap, chia se thong tin co sib/ cac hii tyc, me tin, di doan, dam 6, 
doi tryy, khong phu hop voi than phong, m57 tyc cua dan tOc; 

- Cung cap, chia se thong tin mien to ti ml hanh d(ing them, giet, tai 
kinh di, rung roll; 

- Cung cap, Chia se thong tin bia dat, gay hoang mang trong Nhan dan, kith 
dOng bao 	tOi dc, to nan xa hOi, danh bac hoac phuc vu danh bac; 

- Quang cao, tuyen truyen, chia se thong tin ve hang boa, dich vu bi cam; 

- Cung cap, chia se 
do 

 tac pham bao chi, van hoc, nghe thuat, xuat ban 
pham ma khong clugc su &rig y ctia chil the quyen so. htiu tri tue hoac chua duoc 
phep luu hanh hoac da có guy& dinh cam luu hanh hoac tiCh thu; 

- Cung cap, chia se hinh anh ban do Viet Nam nhung khong the hien hoac 
the hien khong dimg chu quyen quOc gia; 

- Cung cap, chia se duang dan den thong tin tren mang có not dung bi cam. 
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2. Phat tien tir 20.000.000 ding den 30.000.000 ding dii vii hanh vi tiet 18 
thong tin thu8c danh muc bi mat nha nuo.c, bi mat deri to caa ca nhan va bi neat 
khac ma chua den mirc truy ciru trach nhiem hinh sir. 

3. Bien phap khac phuc hau qua: BuOc ger be) thong tin sai str that hoac gay 
nhAm lan ho4c th8ng tin vi pham phap luat do thuc hien hanh vi vi pham quy dinh 
tai cac khoan 1 va 2 Dieu nay. 

VIII. HANH VI VI PHAM QUY DINH Vt 	TRU', CHO THUE, 
TRUYEN DUA, CUNG CAP, TRUY NHAP, THU THAP, X0' LY, TRAO 

DOI VA S.0' DUNG THONG TIN 

Dieu 102 Nghi dinh so 15/2020/ND-CP ngay 03/02/2020 quy dinh ve cac 
mac xir phat hanh vi vi pham quy dinh ye luu tat, cho thue, truyen dua, cung cap, 
truy nhap, thu thap, xir Vt, trao d6i va sir dung thong tin ntur sau: 

I. Phat Wen tir 2.000.000 ding den 5.000.000 ding doi vati hanh vi luu tat 
thong tin ca nhan cua nguiyi khac thu thap dugc tren rnoi truOng mang vugt qua 
th&i gian quy dinh caa phap luat hoac theo thoa thuan giaa hai ben. 

2. Phat tien tir 5.000.000 ding den 10.000.000 ding dii vii rnOt trong, cac 
hanh vi sau: 

- Khong cham dirt viec cho thue cho luu tat thong tin so trong truing hop 
to minh phat hien hoac dugc ca quan nha nuac co th6 quyen thong bao cho biet 
thong tin dang dugs luu tar'  la trai phap luat; 

-,KhOng chAm dirt viec cung 	cho chirc, ca nhan khac cong cu tim 
kiem den cac nguon thong tin so trong tnrarng hgp to minh phat hien hoac dugc 
ca quan nha nu& có thArn quyen thong bao cho biet nguin thOng tin se') do Id trai 
phap luat; 

- Kh8ng kiem tra lai, dinh chinh hoac hay bo thong tin ca nhan caa ngueri 
khac luu tat tren m8i trtrOng mang trong qua trinh thu thap, xa lj/, sir dung thong 
tin khi có yeu cAu caa cha so hail thOng tin do; 

Cung cap ho4c six dung thong tin ca nhan chua dugc cfinh chinh khi co 
yeti cau dinh chinh cua cha s& hitu thOng tin do; 

- Cung cap holac sir dung thong tin ca nhan khi da có yeu cAu hay bo cua  
cha sey hau thong tin do. 

3. Phat tin tir 10.000.000 ding d6n 20.000.000 ding doi vui mot trong cac 
hanh vi sau: 

- Truy nhap, sir dung, tiet 1O, lam gian doan, sCra d6i, pha hoai trai phep 
thong tin, he thing thong tin; 
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- Khong thuc hien cac bien phap can thiet de ngan chan viec truy nhap 
thong tin hoac loci 1)6 thong tin trai phap luat theo yeu cau cua Ca quan nha nuot 
c6 tham quyen khi truyen dua hoac cho thue chiS luu tru• thong tin so; 

- Khong thirc hien yeu cau cua ca quan nha nu.6c c6 tham quyen ve viec 
xac dinh danh sach chti s6 hiru thue ch8 luu tru• thong tin so; 

- Khong bao dam bi mat thong tin dia to chic, ca nhan thue ch6 luu tru• 
thong tin so trir cac truing hop cung cap theo yeu cau dia co quan nha nuot c6 
tham quyen; 

- Khong thuc hien cac bien phap quan ly, k9 thuat can till& de bao dam 
thong tin ca nhan khong bi mit, danh cap, tit 10, thay dOi hoac pha huy khi thu 
thap, xu 17 va si:r dung thong tin ca nhan cua nguoi khac tren moi truo•ng mang; 

- Thu thap, xfr ly va str dung thong tin cua to chic, ca nhan khac ma khOng 
dugc su dOng 3"/ hoac sai muc dich theo quy dinh cua phap luat; 

- Cung cap, trao doi, truyen dua hoac luu tru•, sir dung thong tin s6 nham de 
doa, quay roi, xuyen tac, vu khong, mac pham uy tin dm to chic, danh du., nhan 
pham, uy tin dm nguoi khac; 

- Cung cap, trao doi, truyen dua hoac luu till, six dung thong tin so nham 
quang cao, tuyen truyen hang h6a, dich vu thuc danh muc bi cam; 

- Ngan chan trai phap luat viec truyen tai thOng tin tren mang, can thiep, 
truy nhap, gay nguy hai, x6a, thay doi, sao chop va lam sai loch thong tin tren 
mang; 

- Khong tien hanh theo doi, giam sat thong tin so cua to chac, ca nhan theo 
yeu cau cua co quan nha nuac c6 tham quyen; 

- Khong hop tac, phoi hop dieu tra cac hanh vi vi pham phap luat xay ra 
trong qua trinh truyen dua hoac luu tra thong tin so dm to chic, ca nhan theo y8u 
cau cua ca quan nha nu.6c c6 tham quyen, 

- Tiet 10 thong tin thuc danh muc bi mat nha nuarc, do•i song rieng tu•, bi 
mat ca nhan, bi mat gia Binh ma chua den muc truy cuu trach nhiem hinh su; 

- Gia mao to chic, ca nhan va phat tan thong tin gia mao, thong tin sai su 
that xam hai den quyen va lai ich hop phap dm to chic, ca. nhan; 

- Chiern doat thu, dien bao, telex, fax hoac van ban khac cua nguoi khac 
dugc truyen dua tren mang duai bat ky hinh thdc nao, 

- Coy lay cac thong tin, not dung dm thu, dien bac), telex, fax hoac van ban 
khac cua. nguoi Rh& dugc truyen dua tren mang; 
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- Nghe, ghi am cu(ic dam thoai trai phap luat; 

-Thu gift thu, dien bao, dien tin trai phap 

4. Phat tien tir 30.000.000 dZing den 50.000.000 dZing d6i vCri mot trong cac 
hanh vi sau: 

- Khong dam bao bi mat thong tin rieng chuyen qua mang vien thong cong 
Ong ho4c tit 16 thong tin rieng lien qua.n clAn ngtroi sfr clung dich 	vien thong; 

- Cung cap, trao doi, truyen dua, luu tra, sir dung thong tin, dich vu có not 
dung danh bac hoac phuc vu danh bac; dam 6, doi truy, me tin di down, trai dao 
dire, thuan phong my tuc cua dan fOc. 

5. Phat tien tir 50.000.000 d6ng 6n 70.000.000 d6rig d6i voi mot trong cac 
hanh vi sau: 

- Mua ban hoac trao d6i trai phep thong tin rieng cua ngtayi sir dung clich 
vu vien thong; 

- Che gidu ten, dia chi dien tir cua minh holac gia mao ten, dia chi dien tir 
cua to chdc, ca nhan khac khi giri thu dien dr, tin nhan. 

6. Phat tien tir 70.000.000 gong den 100.000.000 6ng d6i vai hanh vi cung 
cap, trao d6i, truyen dua hoac luu trft, sir dung thong tin s6 de tuyen truyen sai 
trai, khong dung su that ve chu quyen lath th6 qu& gia Viet Nam. 

7. Phat tien tir 50.000.000 d6ng den 70.000.000 d'ong d6i vai mot trong cac 
hanh vi sau: 

- Tuyen truyen, kich Ong bao ltrc; truyen ba to tuong phan dOng ma chiu•a 
d'&1 mire truy ciru trach nhiem hinh su; 

- Cung cap thong tin, hinh anh vi pham chu quyLl qu6c gia; xuyen tac sy 
that Lich su, phil nhan thanh ttru each mang; mac pham dan t(5c, danh nhan, anh 
hung dan tOc ma chua den mire truy ciru trach nhiem hinh str. 

IX. CAC HANH VI PRAM NGHIEM TRONG CO THE XU.  LY  
HINH 

1. Phat to tir 03 thang — 02 nam doi yeti tOi lam nhue ngtroi khac (Dieu 155 
Bo luat Hinh su nam 2015). 

- Hinh ttrac xis phat 1D6 sung: 10 — 30 tri*J Ct6ng; cam darn nhirn chuc vu, 
cam hanh ngh.... 01- 05 nam. 

2. Phat to tir 01 — 03 nam d6i voi toi vu kl- ;'ng 	156 W) 14t Hinh su.  
nam 2017). 
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- Hinh thirc xu• phat b6 sung: 10 — 50 trieu dOng; cam darn nhiem chirc vu, 
cam hanh nghe 01- 05 nam. 

3. Phat cai tao khong giarn giir den 03 nam hoac phat to tir 06 thong - 03 
nam dOi voi tOi1gi dung cac quyen tix do clan chic xam pham lgi ich cua Nha 
quyen, lgi ich hop phap cua to chirc, ca nhan (Dieu 331 BO luat Hinh su• nam 2015, 
su•a d6i b6 sung nam 2017). 

4. Phat to tu• 02 - 07 nam d6i voi pham tOi gay anh htrOng xAu den an ninh, 
tat tu, an toan xa hOi (Dieu 331 BO luat Hinh su nam 2015, su•a dOi b6 sung nam 
2017). 

5. Phat to 05 - 12 nam dOi voi tOi lam, tang tru•, phat tan hoac tuyen truyen 
thong tin, tai lieu, vat pham nhAm chOng Nha mak COng hOa XHCN Viet Nam 
(Dieu 117 BO luat Hinh nam 2015). 
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- Van phong Uy ban nhan' 	001  

SO - ban, mczanh Thanh ph6; 

Ca quan bao chi Thanh ph& 	ar:,(41/41  Ay 
- lily ban nhan dan Thanh ph6 Thu Dtic va 21 qu4n, huye'n. 

c/3 

21/06/2023; 14:13:48 

I:TY BAN NHAN DAN 	CONG HOA XA 110I CAU NGHIA MT NAM 
THANT' PHO HO CHI MINH 	 Hoc Iap - Tu do -Hanh phtic 

SO THONG TIN VA TRUYEN THONG 

S6)/1-0 /STTTT- I 1DT 

VA,  tuyen truyen tai lieu htrang dan ky  
nang khai thac thane tin va van h6a irn-g 

xir khi tham gia rnoi truerng mang_ 

Kinh gt:ri: 

Thanh pho" Ho Chi Minh, ngayif thcing‘ nam 20,16 

1,,q0 	 rit -a-rt 

c ; 

DENY% 

So `" Nham nang cao thuc, trach nhiem 	ca quan, ti5chirc, ca nhan khi tham gia 

mai truOng mang, SO Thong tin va Tniyen thOnE., dE xay dung tai lieu "Huang dan  

ky nang khai thac thong tin va van hoa ting xir khi tham gia mai tru&ng mang" (alinh 

kam). 

So.  Thong tin va Truyen thong de nghi cac dan vi can dr vao tai lieu "Huang 

dan k'y nang khai thac thong tin va van hoa tin.g xU khi tham gia mai tru&ng mang" 

de xay dung.phuoug-  an-, - hinh thirc, ke hoach to chirc tuyen truyen den _can bg, cong 

vien chirc, ngueri lao dOng cua clan vi va nguoi dandoanh nghiep tren dia ban. 

Don vi tai tai lieu tuyen truyen tai Trang thong tin dien to cua Sa Thong tin va 

Truyen thong trong Chuyen muc/Thong tin tuyen truyen/Thong tin dien 

Moi thong tin lien he hi5 tra: Ba Tnrang Thi Ngoc Thao, chuyen vien phong 

Thong tin dien tir, S& Thong tin va Truyen thOng, so dien thoai: (028).3520.27.27, so 

nOi bO: 392, thu dien 	ttdt.stat@tphcm.gov.vn./. 

TL. GIAM DOC 
_ TR-ire/NG PHONG 
e Y k 'THONG TIN DIEN TO' 

4,111 
‘iy  

Noi n/z4n: 
- Nhtr nen; 
- Ban Tuyen giao Thanh fly; 
- Ban Giam etoc: 
- Ltru VT. TTDT (NT.80). 

?Ho- H6 c- guyZn Thanh flea 

59 Ly Tu Trong, Qu'a'n 1, Thanh pho Ho chi Minh 

DT: (028) 35 20 27 27 	 Fax: (028) 35 20 24 24 

E-mail: satt(@,tphcm.gov.vn 	Website: http://www.ict-hcm.2ov.vn  
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